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i L s e A O S Would vou spend $10,000 on a

S virtual dress? Gucci is betting on it

The pace of change in o | worry technology will mak Government does not Lﬂ:'";;d'w
technology is too fast it impossible to know if what understand emerging China leaps into a central digital bank
people are seeing or t hnologles enough to Global 26 ° currency, but similar progress eludes
hearing is real reg ate them effectively the US.
Largest declines in:

This 36-year-old Brooklyn artist made over $46,000 in

France Q AT&T Loses Bid to Dismiss $1.8M Crypt six weeks selling NFTs
Canada, Italy, Theft Lawsuit

6 6 6 1 ” Py Epic will pay off class-action loot-box
@ settlement with in-game currency

Fortnite and Rocket League players will get over $78 million in digital goods.

*hﬂlys

Source: Edelman Trust Barometer 2020
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Credential Abuse Statistics Average attempted accounts per account in a campaign
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Legitimate Logins Malicious Logins
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AP Calls Standard Web

'Onliner’' malware spambot targets 711
million email accounts

It could be the largest spambot yet.
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Data

Breach of 'Verifications.io' Exposes 763
Million Records

Experts Question How 'Big Data Email Verification Platform’ Amassed Information '

'‘Collection #1' reveals 773 million email addresses,
passwords in one of largest data breaches ever

You can check to see if your username and password have been leaked.
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Credential Acquisition Leverage a botnet to Validate credentials against Use compromised account Perform fraudulent actions
automate validation target website credentials té) login using compromlsed
Reconnaissance Weaponization Delivery Exploitation Action
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J2|sM AT (2™ 2391 Al3) A™ = (Account Takeover)
, HMiim:
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Credential Acquisition Leverage a botnet to Validate credentials against Use compromised account Perform fraudulent actions
automate validation target website credentials té) login using compromised
account
Reconnaissance Weaponization Delivery Exploitation Action
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Scenario 1~  All Scenarios About Details

N L= e .
Akamai

0l Al: New User

Browser User Location
User registration X = (O X ﬁ
~ = ¢ & | htpsi//www.demo.akamai.com/authentication/account-protector/ o @ Nas.hua
Lowell
~Leaminster ' el
w 9'Boston
fASSACHUSETTS A
w Brockton n :
¥ rovmf.elvwn
Plymouth

2 S Providence @ C‘:

Account details
Location: Cambridge MA
Device/Browser: Windows 10, Chrome 91
Expected location: (/]

Register
i Expected device: (/)

Logins from this device: 0
Logins from this 0
location:

© 2021 Akamai | Confidential



Akamai-User-Risk: uuid=964d54b7-0821-413a-a4d6-
8131770ec8d5;requestid=59855ee1;status=2;score=30;risk=udfp:de08d356f46d1f1062e1f1f219121ab8e82696a4/L|ugp:

us/L|unp=20057/L;general=di=d1f75f3a3224d413e5elde5c3bf7578d337023£3 |do=Windows 10 |db=Chrome

91|aci=0;allow=0;action=none

Field ID Description

Scoring

uuid OZ}0OO| Of| A Al AdSH @109 UUID 964d54b7-0821-413a-a4d6-8131770ec8d5 Status Description
o 0 & A
requestid =MZ flet X 2o F ID 59855ee1 ;;
=
status R=EH 2 AEA ZEMY gls

2

3 ABR ZRmd #X02 Mt H4E
A8 Bl23 2A012 0~100/40[ T, 30 4 of oM +4IE HefnE2] g1

5

6

score =
=242 9/%0| Acts ojojLCt AAEAIZE Z 3t

— —

| QO ot YurE ol M di=d1f75f3a3224d413e5e1de5c3bf7578d33702313|do 212 F0N AEA 0| S Bl
genera © e =Windows 10|db=Chrome 91|aci=0 . H 2391 QA AF2X} Z 20t 1t BMPR 7|
0j A ot
. I dfp:de08d356146d1f1062¢1f1f219121ab8e82696a4/
ZIATJE 0| 9|H KX u
fisk 23S =2 flBXE L jugp:us/L|unp=20057/L
trust NIIPNE=
AHERL7L 58 2| AE0| =710 2
allow Zo4 K| E 0
action ASer Bz AELHS Ol F X & none

A
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|Al: Trusted User
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Scenario 2~  All Scenarios About Details

Scenario 2

User Becomes Trusted

In this scenario, we'll see what happens as a user gains trust with Account Protector as they log in additional times from an expected and known
device and location.

Browser User Location
User registration X - O % aala
2 e
- = G 8 | hitpsi/fwwv.demo.akamai. thenticati t-protector/ b d Nas'hua
Lowell
Leominster aata
) @
w Qquton
fASSACHUSETTS 3
. - e ! b4 Brockton 5
ety A o . rovm.cclown
Plymouth
[ T Providence [P G:

Account details

Username

Password

Location: Cambridge, MA

Device/Browser: Windows 10, Chrome 91

Expected location: @
x
Expected device: (V]




Akamai-User-Risk: uuid=964d54b7-0821-413a-a4d6-
8131770ec8d5;requestid=1b6c092c;status=3;score=17;risk=udfp:de08d356f46d1f1062e1f1f219121ab8e82696a4/L|ugp:

us/L|unp=20057/L;general=di=d1£75£3a3224d413e5e1de5c3b£7578d337023£3 |do=Windows 10|db=Chrome
91|aci=0;allow=0;action=none

Field ID Description

uuid OF7}OLO|Of| A| A8 AdBH 20| o] UUID 964d54b7-0821-413a-a4d6-8131770ec8d5
requestid =MZ flet X 2o F ID 1b6c092¢
status =R 3
AR A} 2| A3 AT 0|2 0~100AH0|H,
Score | o= 9% Acts /oYU i
. di=d1f75f3a3224d413e5e1de5c3bf7578d33702313|do
Aol CHSH QlHEA o] A
general 20 thet 2ER S= =Windows 10|db=Chrome 91aci=0
. P dfp:de08d356f46d1f1062e1f1f219121ab8e82696a4/
ZIATJE 0| 9|H KX u
risk 235 =2 AEAE Ljugp:us/L|unp=20057/L
trust MZ| X'
AEXH7L S8 E|AE0 F7H0 22
allow Zo4 K| E 0
action AEEF B2 ANMIE & X[& none
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|Al: Trusted User
from new device

and network
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Mobile

09:42 il

¢ & | hups//www.demo.akamai.com/authent... ¥y

Username

Password

Sign In

Scenario4 v  All Scenarios About  Details

Trusted User Logs In from a New Device and Network

In this scenario, we'll see how Account Protector acts when a known user logs in from their usual location, but with a new device on a new network
— in this case, their cell phone on their cellular network.

User Location

75
S Nashua |
b1 Lowzell
Leominster e
> 7>
Therst b o 9 Boston
MASSACHUSETTS N
jfield w Brockton 5
. rownf.elown
Plymouth
.@ Providence @ &3
5,87 )lagic ] plelo) ! o :
Account details
Location: Cambridge MA
Device/Browser: Mac iOS 14.7, i0S Safari 14.2
Expected location: (]
Expected device: A (%]




Akamai-User-Risk: uuid=964d54b7-0821-413a-add6-
8131770ec8d5;requestid=23bb86dl;status=0;score=61;risk=udfp:63aa8af338l7e167ba8a043ea4470e669315f004/H|unp=

20057/H;trust=ugp:us;general=di=40cb14d05d0166bd7f2a4c7ec603d05b7a632£3f|do=Mac iOS 14 |db=i0S Safari

l4|aci=0;allow=0;action=none

Field ID Description

uuid OF7}0}O| 0| A A8 A4S 210]9| UUID 964d54b7-0821-413a-a4d6-8131770ec8d5
requestid =42 fet AX|=el ¥ ID 23bb86d1
status EHE 0
AFE X} 2|A3 AT 0|2 0~100AF0| O,
score | Loz oisiof Arks ojnjYLC o

di=40cb14d05d0166bd7f2a4c7ec603d05b7a632f3f|do

Aol CHSH QlHEA o] A
general 230 tiet Q2R 5= =Mac iOS 14|db=iOS Safari 14|aci=0
. B dfp:63aa8af33817e167ba8a043ead470e669315004
ZIATJE 0| 9|H KX u
risk |—5-E = Tl =i |—'H'— /H|unp=20057/H
trust ME|X| & ugp:us
AEXL7L S8 E|AE FIHH L
allow Zo4 K| E 0
action AEEF B2 ANMIE & X[& none
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Top Users: by Average Risk Score v
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User 1D
ool User_1F92554AE4C83516826999A80243C3F )
002 Links
P Go to User Profile =

003

Go to Web Security Analysis =
004

Add to User allowlist
005  USEIHEISS AT IO T USROS
006 User ADBBFSESSFCT4491619FAIFOCOAATSTE
007 User_L1804AEGB2BETTI1ESIABEDIBIAAAFBZ
008 User 87A96219B19E9AO27FBAFFABAST23DDE

User_106C381261240E7BA0D221B93A3BA3IAG1

010 User_TSA3FFEIFTS1BAFFODABGAF29E

33107

Page size: 10 ~

Requests
Timestamp API Resource Purpose Type
2020-02-27 T19:02:00 Login

2020-02-26  TD1:45:01 Account Creation
2020-02-26 T02:32:55 Account Verification
2020-02-25 T11:21:33 Account Verification
2020-02-25 T19:02:00 Login

2020-02-25 T16:11:00 Login

2020-02-25 T03:05:40 Login

2020-02-24  T23:23:00 Login

2020-02-24 T18:02:00 Login

2020-02-24  T09:02:00 Giftcard Batance
2020-02-27  T19:02:00 Loyaity Points

2020-02-26 TD1:45:01 Search

REYUEILS Fimenne

Average Risk Score

User ID

User_1F92554AE4CB3516826999A80243C3F1

User_C4BED1D52B33FF14054D35C93C572838

User_C4BE

D52B33FF14054D35C930572838

User_094406409AC81CDAG0B4AS1

IBAITE

User_AE294EASBTIF22800D7T09AAS0DBEISES

User ADBBFSESSFC74491619FA1FOCIAA

User_11804AEGB2BS7731E59ABEDIBIAAAFB2

User_87TA96219819E9A92TFBAFF46AS

User_106C3B1261240E7

User_7543FFELFT51 BAFFODABBAF29EB83107

User_1F92554AE4CB3516826999A80243C3F1

User_C4BE01D52B33FF14054D35C93C572838

% e

9aTe

se

2e

9e

Device ID

D_1234567891234567000000

D_B912345671234567111111

D_9123456712345678343453

D_1004567891234567888888

D_1234567891114567777777

D_1234567891230091897089

D_1234567894400440122334

D_1000022222224444555555

D_1234567893456712666645

D_1234567895671234245656

D_1234567891234567343243

D_1234567891234567122349

0 80808 8 '8

I

=
=3
=|
=
[ =
=
E
=
S
=
=
=
=

S s s @agQ

Requests
1,000
500
2,000
2321
1,678
245
455
1570
3,000
4,345

¢ 1-1000147 )

> 2
Time stamp Q
g
API Resource Purpose Type =
User 1D g
Device 10
Device 0S
Device Browser Type

Country / Area
AS Number

Risk Score

AP| Resource Purpose Name
End-user Country

End-user AS Number
End-user IP Address
Hostname

IP Address

ISP Name

Is Allowed

47

ME ZANE ol AHEXt
2352 UE 2 gt
CtYot 82 APIE
FUEEE AIEXte 25 U
1 HH S ohetet 5
UASLILCE

Cak

T8 AR EE5E
Y5 ZALSEY | ffof 2l
ot AS EfYEtl S
27geLt.

amai Experience the Edge



Strong
Challengers Contenders Performers Leaders

Stronger
current
offering

Akamai is Recognized A
by Top Analysts
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