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Akamai
— Kona Site Defender



Web Application Firewall
(WAF)
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Client Rep

Kona Site Defender
(KSD)

Kona Site Defender 5.0

(KSD)

API
Protection
1.0

Web Application Protector

(WAP)

(KSD, WAP)

Adaptive Security Engine

Integrated Bot
Management

O

2021 and Beyond

Web Application & API
Protection
(WAAP)
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AUTOMATED & FRICTIONLESS OPERATIONS
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AUTOMATED & FRICTIONLESS OPERATIONS
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SUPPORTS THE LARGEST SECURITY INFRASTRUCTURE IN THE WORLD

6 255+ 200+ 11.5K

Security Operations Certifications Security Professionals Attacks Mitigated
Command Centers Working Overlapping Annually
Shifts
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PEOPLE

Highly trained
security teams
engaged and
aligned to the
customer business
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EXPERTISE

Experts who know
everything about
Akamai security
solutions

SECURITY OPS

Most sophisticated
threat detection
tech, defined
security processes,
best practices, etc.

Combines
with

allowing visibility and
intelligence into traffic,
incident response,
configuration updates, and
advisory reporting



Gartner Magic Quadrant 2| 2 E
Industry Leadership

Web Application Firewalls, 2020

Figure 1: Magic Quadrant for Web Application Firewalls

Gartrer
peerinsights
customers’

“We have been using the Akamai WAF solution for the past 5
vears, and it has delivered every piece of result that we, as an

® e organization, require to protect our assets at the edge.”
— Senior Cyber Security Engineer in the Services Industry

Cloudflare
@ @ Aamal

Fortinet @B Barracuda

Amazon Web Services

® wovan “The Kona WAF SaaS has worked flawlessly for us for over
four years... We boast zero downtime due to cyberattacks in
complete contrast to our previous experience;, many of our
sites are attack magnets and under 24x7 attack.”

— Head of Architecture — MCIT in the Finance Industry

® ® Signal Sciences

ABILITY TO EXECUTE

COMPLETENESS OF VISION s As of October 2020 © Gartner, Inc

Source: Gartner (October 2020)
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https://www.gartner.com/reviews/market/web-application-firewalls/vendor/akamai/product/kona-site-defender/review/view/1045024
https://www.gartner.com/reviews/market/web-application-firewalls/vendor/akamai/product/kona-site-defender/review/view/1075947

The Forrester Wave 2| ZE
| Industry Leadership

DDoS Mitigation
Solutions Web Application Firewalls

Q1 2021 Q1 2020

Weaker stratagy » Stronger strategy Market presence
Market presence @OOO
L1cl0]0)
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Bot Management

Q1 2020

Weaker

<
offering

» Stronger strategy

Zero Trust eXtended
Ecosystem Providers

Q3 2020

gt

Weaker strategy > Stronger strategy
Markot presance
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